
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Cloudwatch

Host level custom metric
metrics

min granularity
Detailed Monitoring 1min L min
Standard Monitoring 5min

EBS VolumeReadOps totalnumber of 1 0 operations

VolumeWriteOps
in a specified time

gp2 GeneralPurposeSSD VolumeQueueLength Numberof read write operation

µ1
Provisioned B D

d

Volume status
511 ThroughputOptimizedHDD

warning Degraded or Severlydegraded
noSCL ColdHDD impaired Stalled or

encryptexistingvolume createsnapshot

AM g
copy snapshot apply encryption

at same
time

encryptionmust be
enabled at creation

ami's are region bound
needtocopy to newregion

cannotshareencryptedAMI
needto reencryptsharethe

AMI'swithanassociatedbillingproductscode

KMSkeytothetargetaccount
Cannotbeshareddirectly

CPU •
Network •
Disk •
Status•

Memory•



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

O bytes Stb1 read afterwrite consistency forPOTS ofnewobjects1 eventual consistency for Overwrites t Deletes1 11 9 s durability 99.999999999 standard53

Encryption
intransit SSL TLS
at rest ServerSideEncryption1 53managedkeys SSES31 keymanagementservice SSEKMS1 Customerprovidedkeys SSE C
SSE S3 X amz server sideencryptionAES256

SSEKMS amz server sideencryption amsterns

enforce encryption with bucket policy
1 S3PutObject f x amz server sideencryption

Glacier yor upload1 canonlydeletearchiveviaCLI
1 snowball to 53 then lifecyclepolicies to glacier



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Storage Gateway
FileGateway VolumeGateway
1 storedin53 iSCSI
1 accessedviaNFSorSMB

1
Gatewaystored localdatabackup toAWS
1 GatewayCached S3storecachelocally

TapeGateway
1 uses Glacier
1 workswithbackupclients

RDS He
Multi AZ Synchronous
H A 1 Backups Restores are takenfromStandby

ForceAZfailoverbyrebooting instance

Read Replicas Readheavyscaling
5calable 1 Businessreporting or datawarehousing1 MySQL PostgreSQLMariaDB1 use native asynchronous replication1 Has own DNS1 Can have upto 51 can be in differentregions1

key m r ReplicaLag1 need to havebackupsturned on
Versionof RDS rds describe db instances region



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Aroura
f Aurora
Aurora Serverless

scale up Instance size if write demand

Scale out Read Replicas if read demand

Encryption at rest is turned on by
default1
failovers definedbyTiers Tier0 Tier1 is

1 Cross Region Replica prefer Multi AI



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Elastica che CPU utilization
Swap Usage
Evictions
Concurrent Connections

Memcached
Multi threaded
if exceeds 90 addmore nodes to the
cluster

o SwapUsage should be 0 most of the time
if exceeds 5Omb incase
memeached connections overhead

Doa Evictions Scale Up or Scale Out

Redis
Evictions Only Scale Out

Both set alarm for concurrentconnections



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

CloudFormation
Cfninit resourcemetadata installpackagescreatefilesetc

ofn signal usewithCreationPolicy orWaCondition

cfngetmetadata retrievemetadata

cfnhop cheekmetadataandexecutecustomhookswhenchangesaredetected

Redshift
1 Redshiftlogfiles

Connectionlog
Userlog
UserActivitylog

KMS KMS t CloudHSM
1 Dedicated nofreetier
l fIPS level3 compliant1 symmetric or asymmetric

sharedhardware
encryption

1 freetiereligible
1
symmetricencryption



 
 
 
 
 
 
 
 ELB Monitoring

who etc f
Persitswheneez ALBonly
deleted X AmnTrace ID

ALB Layer31 Errors
500

NLB Static IP 1per subnet
5 ever

400
client
200
success

CloudwatchMetricse
General Health ClassicOnly

HealthyHostcount SurgeQueueLength
oo.fiEodltehTBaYEetfd9zntxx spillovercount

Performance
Latency
aRequestcount

Can put an ALBbehind a NLB to get
benefits of both

• cloudwatch metrics 
• access logs 
• request tracing 
• cloud trail logs



V PC
1 enableDnsSupport is disabledbydefaultifcreatingviatheCLI

Main route table should onlybefor privatesubnets
and NATinstance should beforO.O0.00

placement Groups

Availabilie
Cluster
1 SingleAZ

D LHighnetworkthroughput1 Launchatsametime or
maygetinsufficientcapacityerror

Availability
Partition

ROB t multiAZ
1 max 7partions perAZl 21 total


